






















The multiplicative group F⇥
p

p a prime number, F⇥
p = {1, 2, . . . , p � 1}

F⇥
p is cyclic. Let g be a generator of the group, i.e.

F⇥
p = {g , g2, g3, . . . , gp�1} =< g > .

Example: 2 is a generator of F⇥
11 = {1, 2, . . . , 10}.
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F⇥
p is an example of finite abelian group.

The Di�e–Hellman key exchange works with any finite

abelian group. In particular we are interested in finite abelian

groups G such that:

• Given g in G and 1  a  ord(g), it is easy to compute

ga
.

• Given g in G and x = ga
, it is di�cult to compute a

(Discrete Logarithm problem)

Which other group can be “even more

interesting” for a Di�e–Hellman key

exchange?





Elliptic curves

E : y2 = x3 + ax + b, 4a3 + 27b2 6= 0.

If a, b 2 R:
E (R) = {(x , y) 2 R2

: y2 = x3 + ax + b} [ {1}

y2
= x3 � 2x + 2

P
Q

P + Q
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Elliptic curves over finite fields

E : y2 = x3 + ax + b, a, b 2 Fp, 4a3 + 27b2 6= 0.

E (Fp) = {(x , y) 2 (Fp)
2
: y2 = x3 + ax + b} [ {1}

47

47

0 E : y2
= x3 � 2x + 2 over F47

P(11,29)

Q(12,25)

P+Q(40,40)

E (F47) is an

abelian group

with 55 elements
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Curve25519

Public parameters:

• y2 = x3 + 48662x2 + x

• p = 2
255 � 19 =

= 57896044618658097711785492504343953926634992332820282019728792003956564819949

•
P = (9, 14781619447589544791020593568409986887264606134616475288964881837755586237401)









We are not going to work with inside a fixed elliptic curve
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We are going to work with a set of elliptic curves
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Supersingular `-isogeny graph over Fp2

Vertices
8
>>><

>>>:

Supersingular elliptic curves
E : y2 = x3 + ax + b, a, b 2 Fp2 ,

⇣
jE := 1728 · 4a3

4a3+27b2
2 Fp2

⌘

9
>>>=

>>>;

Edges

8
><

>:

Isogenies of degree `
' : E1 �! E2

(x , y) 7!
⇣

f1(x)
g1(x)

, f2(x)
g2(x)

y
⌘

9
>=

>;
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8
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